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Foreword

Foreword

goAML is an integrated and modular system designed to fit the needs of any Financial
Intelligence Unit. The goAMlsolution is executed in the following stépsollection,
collation, analysis (rukdased, risk score and profiling), case workflow and intelligence
dissemination. Thdata sent by the financial institutions goes to a common databdse
becomes access#to the FMU compliance and analysis staff. The goAML system then
permits data for analysis. goAML processes and analyzes high volumes of reports on
suspicious transactions or cash transactions of any kind. The reports are fully populated with
all the infamation needed for analysis to begin, from full customer details through to
transactional details for multiptene frames The system also permits electronic data
collection and dissemination from other Sources such as Tax and Law Enforcement
authoritiesProperty Registrars, Vehicle Registrars etc.

The audience of this guide are persfyom reporting entities andollaborating
agenciewith access to thgoAML Web applicationln case of any query, please contact
an email addresgopamlhelpdesk@fmu.gov.pk
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Getting Started

The goAML Web appNeibwadt iiesn nlofgdAMlel y accessitk
access permissioifigr being able to work with it.

When you enter the URL into your Web browser windthe, goAML Home Page is
launched. Click on Login on the tamht corner of the screen to log in.

CwAML

REGISTER v LOGIN

goAML Production

QuR Vision:

To be an effective and highly regarded Financial Intelligence Unit in the domestic, regional and international fight against Money Laundering and Terrorist Financing
conforming to the highest international standards, ethics and professional conduct

OUR Mission

To effectively augment and enhance efforts of domestic law enforcement agencies, regulaters and other stakeholders in detection and prevention of threats emanating from
Money Laundering and Terrorist Financing activities and providing the essential interface with such efforts elsewhere within the entrusted legal mandate in an efficient,
substantive and effective manner

QOUR OBJECTIVES

Strategic Goals
« To build a highly trained. efficient, professional & dedicated core personnel base.
- To develop a strong reporting culture locally ameng financial institutions and desi d busi and professions
« To make a distinctive contribution to the domestic and international fight against money Laundering and terrorist financing
« To be an effective and recognized model of financial intelligence gathering, analysis and dissemination in Pakistan
Strategic Objectives
« Create and deepen, Anti Money Laundering (AML) & Combating the Financing of Terrorism (CFT), awareness across Pakistan and develop related on-line services.
«+ |dentify. recruit and train top quality staff in all sphere of FMU operations.
- Be atthe guard of IT develop and impl ion, to effectively and efficiently perform the core functions of an FIU
« Integrate use of latest software tools for data retrieval, mining and analysis etc.
« Adopt latest techniques for preparing and disseminating strategic reports.

If you already have your user credentials, you can just log in with them (see 4ettion
Login to goAML Wel). If not, you have to register as a user first (see settimReqister for
goAML Web).
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1.1 Loginto goAML Web

To log in and start a goAML Web session:

1. Click onLogin in the navigation bar, if the login screen is not active.
2. Enter your login name into the fieldser Nameand your password into the field

Password

CwRML

verheme: [ ]

Password:

Login || Forgot Password?

3. Click onLogin.

The applicationds home page i s

RAFTED REFORTS SUBMITTED REFORTS MESSAGE BOARI

REGISTER

oaded

NIB BANK LIMITED

LOGOUT

goAML Production

Apout Us:

The Financial Meonitoring Unit (FMU) was established under section 6 of the Anti Money Laundering Ordinance-2007 in October 2007. It is the
central agency in Pakistan responsible for receiving, analyzing and disseminating to the investigatory and supervisory authorities,
disclosures of financial information concerning suspected proceeds of crime and alleged money laundering offences and the financing
of any activities or transactions related to terrorism. As such, it plays a decisive role in the detection and investigation of financial crimes.

In furtherance of its role, FMU collects, processes, analyses and interprets all information disclosed to it and obtained by it under the relevant
enactments; issues guidelines to Financial Institutions/ non-financial businesses and professions (NFBP) on the manner in which suspicious
transactions shall be reported and additional information supplied te the FMU. Additionally, FMU informs, advises and ce-operates with
investigating agencies, supervisory authorities and other law enforcement agencies and exchanges information domestically and internationally.

In the medium term, FMU plans to review and conselidate its capacity toward improving its operational efficiency in respect of data storage,
retrieval of data and analytical expertise. Special attention will also be given to training and retention of staff who have acquired specialilsed skills
and work culture of an FIU. Furthermore, while the desired confidence level exists among FMU and the reporting institutions, focused initiatives
shall be undertaken to strengthen the partnership through specialized seminars and other training programs.

The long-run strategy of the FMU will flow out of National AML/CFT strategy and the extent of successful acquisition and integration of expertise,
capacity resources and the requirements and expectations of the stakeholders. Essentially, the strategy will look towards enhancement of
FMU’s preventive role through the preparation of strategic reports, effective use of the FMU’s website and database for deterrence and
better national AML/CFT awareness. Additionally, FMU will continue to play a lead role in regional and international AML/CFT initiatives.

In a nutshell, a successful strategy for the FMU aims at increasing the quality and numbers of essentials input, i.e. STRs, infermation
on cash movements and large transactions and other developments that help to detect and analyze financial crimes; building the
necessary human and IT capabilities for its operaticns and responding effectively to the demand for its output i.e. substantive leads as
well as meeting other requests for support from domestic law enforcement agencies, requlators and overseas FIUs.

However, developing responses in the context of specific AML/CFT stakeholders within the agreed national strategy cannot ignore that prevention
of money laundering and terrorist financing is an endless exercise. Te:hmques are fast evelving, reﬂe:tmg the innovative and sophisticated
approaches of the perpetuators of financial crimes who always tend to remain cne step ahead using latest techniques and exploration of
legal ambiguities and advances in financial technology. FMU is keenly aware of needed alertness to the new risks as a crucial factor in national
AML/CFT strategy building.

All rights reserved

Note: The contents of the home page are widely configarabtl thus might look different

from the above screenshot.
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1.2 Register for gopAML Web

In order to apply for a goAML user account, you have to register yoaseliPerson or as an
Organization.

Click onRegisterin the navigation bar. The registration screen is loaded and displayed.

REGISTER v LOGIN

Register As Person

Register As Organization

‘-‘

indering and Terrorist Financing conforming to the

and prevention of threats emanating from Money
| mandate in an efficient, substantive and effective

1. Select if you want to registas aPerson(Person oReportingEntity, StakeHolder or
Supervisory Bodyand DO NOT SELECT the INDIVIDUAL USERThe registration
form is adjusted accordingly.

Registration Type

Dlease select if you are registering as an individual not belonging to an organization, and then enter your perst

Leave this field blank or
$ unchecked

Registering Person g

User Name™ Email
Password* Confirm Password’
Gender® v | Title®

First Name* Last Name*

2. Fill in the fields of the form with your data & mandatoryield).
3. Enter the security codeom the imagento the field at the bottom of the form.
4. Click onSubmit Request.The data is sent to the goAML administrators.

As soon as your application is either accepted or rejected, you get ametifigéitionfrom
goAML.
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1.3 Registration Form

S —

nnnnnn

.......

Organization ID 7 It should be an integer (b/w 0 and 10000000)

User name:The login name you want to uf@w 6 and 50characters)
Password/ Confirm password: The password you want to use for your lodifhe
Password must haveat leasteight characterslong must includeat least1l Small
letter, 1 Capital letter, 1 numeric and 1 special character)

First name/ Last name: Your real name.

Email: The email address you want teeufor communication with gopAML
Occupation: Your current occupation

Nationality : Your current nationality

Birth Date : Your date of birth

SSN :Your Social Security number (alphanumeric code)

E

= =4 -4 -_a_-a_-°

1.3.1 Phones

Contact Type: It can be Business, Operational, Private, Public, Unknown
Communication Type: It can be Landline, Mobile, Satellite, Pager etc.
Comments: if any

= =4 A
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Phones

Phone

Contact Type™ Office/ Business v Comm. Type*
Country Code* 92 Number®
Extension 5021 Commen ts

Landline Phone v

2133113160

Addresses

You can add any number of phone recasisociated witlyou (newreporting persondy
clicking on theAdd button.The phone records will appear in a grid on the Registration

form. You can delete any of these records by clicking* n

Phones £3
Cantact Tyge Camim. Type
Office/ Business Landline Fhone

Privabe Mabile Phone

1.3.2 Addresses

Cauntry Code

Mumbar
a2 2133113160 0
a2 136541265 o0

1 Type: It can be Business, Operational, Private, Registered etc.
1 City : name of the city
1 Country : name of the country a&sidence
1 Address details like street name, house number etc.
1 Zip : the Zip Code of the city
1 State: state of residence
1 Comments: if any
Address
HEEES TR Officel Business v Addrass® Financial Monitoring Unit SBP Main Buildi
Dt Karachi West =T Karachi
zip [ postal Cade 75267 Country* FAKSTAN .
Province [ State* Sindh Comments |

You can add any number of Address rec@sisociated with you (new reporting person) by
clicking on theAdd button..The addres records will appear in a griiou can delete any of

these records by clicking ¢ #

Addresses

Address City Province [ State
2nd Floor Main SBP Building, . .
I I Chudrigar Road karachs Sindh
Main Shara = Faisal Karachi Sindh

goAML RegistrationGuide

Zip / Postal Code Country
4456 PAKISTAN ()
4456 PAKISTAN (X ]
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1.4 Registration Form: Person andOrganization (Reporting Entity, Stake Holder,
Supervisory Body)

Reporting Entities (Banks and Exchange companies) ndgddister As Person

1 Organization BusinessType: It can be a Bank, Life Insurance CompaRygstal
Office, Credit Unions etc.

1.4.1 Phones

Please refer td.3.1Phones

1.4.2 Addresses

Please refer t@.3.2 Addresses

1.4.3 Attachments

Pl ease attach authority |l etter on bankds/ exc
Admin user by FNU, if it is not provided the user will not be approved

You can select any file to upload from your respective File Browser window and click on the
Upload button to upload it in the system.

Attachments
File Name File Size
HBL Letter Head.pdf 1359965 X
Official Letter.pdf 1359365 X
Document.docx 20300 X

7 Choose File |No file chosen | \

1.4.4 Captcha

Before submitting theequestthe user has to type theficha (sequence of digits that
appears on the screemthis casginto the boxwithout making any errors.

Once the registration form saibmitted, a notification will appear to the user to this effect.

For a description of the user interface details and sedioor! Reference source not
ound. Error! Reference source not foundor details on configuring them.
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1.5 Register As Pason of your Bank and Exchange Company

For creating new users for your bank/exchange company, the registration process is the same

(please refer to the registration section for detail) the only difference is the ORGANIZATION
ID and approving/finalizing thaser which will be guided below.

For creating new user of your bank/exchange comphbgely on Register As Person.

REGISTER v LOGIN

Register As Person

Register As Organization

\‘.

indering and Terrorist Financing conforming to the

and prevention of threats emanating from Money
| mandate in an efficient, substantive and effective

After that please insert your designated organizational ID on which the admin user of your
bank/exchange company is registered already.

Registration Type

Please select if you are registering as an individual not belonging to 2n organization, and then enter your personal details:

Individual User

Registering Person
Organization ID* 105

User Name™

fmuaml@fmu.gov.pk fmuaml@fmu.gov.pk

Gender* Male v| Title* Mr

First Name™ Adil Last Name™ Jamil

Admin User name The login user name must be between 6 and 50 characters long. It is
recommended that the Business Admin account must be registered with the official email
address of the orgamation (e.gfmuaml@fmu.gov.pR. FMU will approve the Admin user
Request.

Non-admin User Name:The login user name must be between 6 and 50 characters long. It is

recommended that the user account must be registered withiti&l efihail address of the
user (e.gadil.jamil@fmu.gov.pKk. The Admin users (Business Admin) witalize their
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subsequent user account registration requests. Please note No Further approval will be needed
from FMU if Business Admin of your organization will finalize the registration request.

After submitting the form the message displayed

Individual User

Registering Person

Organization 1D* 105
Registration info has been submitted ®
User Name®
Return to
- - - . main page
S — Registration info has been submitted =

Please wait for notification of

acceptance/rejection by email. Your

First Name= request has been given the following
reference number: RE_RP000416-01 JAN

Birth Date® 20 18

Nationality*

Gender*

ID Number

Passport? ® No Yes

Phones

Addresses

This means the request have been sent to the admin for approval.

Note that the user is still not active. You have tovate the user through admin because the
request is pending for approval from admin

For approving the new user of your bank/exchange company login with your bank/exchange
company admin account and go to the Auser r

NEW REPORTS + DRAFTED REPORTS ~ SUBMITTED REPORTS v MESSAGE BOARD MY GOAML ~ ADMIN ~ [@® LOGOUT

goAML Production

Role Management

User-Role Management
Asout Us:

User Request Management
The Financial Monitoring Unit (FMU) was established under section 6 of the Anti Money Laundering Ordinance
central agency in Pakistan responsible for receiving, analyzing and disseminating to the investigal
disclosures of financial information concerning suspected proceeds of crime and alleged money la
of any activities or transactions related to terrorism. As such, it plays a decisive role in the detection 3

Active Users

Org Reguest Management

In furtherance of its role, FMU collects, processes, analyses and interprets all information disclosed to it and|
enactments; issues guidelines to Financial Institutions/ non-financial businesses and professions (NFBP) on
transactions shall be reported and additional information supplied te the FMU. Additionally, FMU inform
investigating agencies, supervisory authorities and other law enforcement agencies and exchanges informatio

Active Organizations
Statistics

In the medium term, FMU plans to review and conselidate its capacity toward improving its operational efficiency in respect of data storage,
retrieval of data and analytical expertise. Special attention will also be given to training and retention of staff who have acquired specialilsed skills
and work culture of an FIU. Furthermore, while the desired confidence level exists among FMU and the reperting institutions, focused initiatives
shall be undertaken te strengthen the partnership through specialized seminars and other training programs.

The long-run strategy of the FMU will flow out of National AML/CFT strategy and the extent of successful acquisition and integration of expertise,
capacity resources and the requirements and expectations of the stakeholders. Essentially, the strategy will look towards enhancement of
FMU's preventive role through the preparation of strategic reports, effective use of the FMU’s website and database for deterrence and
better national AML/CFT awareness. Additionally, FMU will continue to play a lead role in regional and international AML/CFT initiatives.

In a nutshell, a successful strategy for the FMU aims at increasing the guality and numbers of essentials input, i.e. STRs, information
on cash movements and large transactions and other developments that help to detect and analyze financial crimes; building the
necessary human and IT capabilities for its operations and responding effectively to the demand for its output i.e. substantive leads as
well as meeting other requests for support from domestic law enforcement agencies, regulators and overseas FIUs.

However, developing responses in the context of specific AML/CFT stakeholders within the agreed national strategy cannot ignere that prevention
of money laundering and terrorist financing is an endless exercise. Techniques are fast evolving, reflecting the innovative and sophisticated
approaches of the perpetuators of financial crimes who always tend to remain cone step ahead using latest techniques and exploration of
legal ambiguities and advances in financial technology. FMU is keenly aware of needed alertness to the new risks as a crucial factor in national
AML/CFT strategy building.

® 2017 UNODC. Al rights reserved
0

version: 4.4.0.

And you carsee the request is pending for approval
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User Change Requests

Start Date 01 January 1900 End Date |01 Januan 8
® an
Requests View Type: ( Active
Pending my actions
In progress
to grox t
Change Request Ref. Type Request Status Org Name OrgID User Name Created On v #
= Ml [ ® | M
RE_RP000416-01 JAN 2018 Test Bank 105 fmu.sample 01/01/2018 @
Test Bank. TOE ahmea.mu L i S +JO)

Awai ting

Org Name Org ID

Change Request Ref. Type

Click to verify the user of

RE_RP000416-01 JAN 2018 New User

RE_RP000415-01 JAN 2018 New User Test Bank

fo

User Name
-
105 | fmu.sample

105  ahmed.fmu

RE

Ad mi

Created On
01/01/2018

01/01/2018

n to verify

v|e
@
o®

And you will be guided to another window with reject/verify/approve/finalize options along

with the details of the user provided

D Preview - Google Chrome

Request: RE_RP000416-01 JAN 2018 &

Request Type: New User
Request Status: Waiting for RE Admin to Verify

Reporting Person

User Name Email Gender

Comments ¥

Actions:

LBEJFQ_ || Verify || Approve || Finalize |
Comments

fmu.sample sample@fmu.gov.pk Male
First Name Last Name Birth Date
Ahmed Ali 01/01/1985
Id Number Nationality Occupation
PAKISTAN

Passport Number Passport Country

Phones

Addresses

@ Secure | https://goamiweb.fmu.gov.pk/TST/WebRegistration/ActionsOnPersonCR2?ReportiD=516d8c42-9c79-4ef0-a663-b4267..,

~.\:
Mr
CNIC

3620318157749

= O X

goAML RegistrationGuide
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Reject: The Admin can reject tihequest.

Verify: the Admin can verifies the user details provided in the request.

Approve: The Admin can approve the request after verifying the user details. The request is

then £nd to the GoAML Admin for the final approval.

Finalize: The Admin can finede the request. This will activate the user instantly, the admin

does not need to wait for the GoOAML admin to approve the request.

Note that it is recommenddgiat your Admin should FINALIZE the user request created
under you organizational ID

[ Preview - Google Chrome = ] X

D

& Secure | https://goamiweb.fmu.gov.pk/TST/WebRegistration/ActionsOnPersonCR2?ReportiD=516d8c42-9c79-4ef0-a663-b4267..,

Request: RE_RP000416-01 JAN 2018 =&

Request Type: New User
Request Status: Waiting for RE Admin to Verify

Reporting Person

User Name Email Gender e
fmu.sample sample@fmu.gov.pk Male Mr

First Name Last Name Birth Date CNIC

Ahmed Ali 01/01/1985 3620318157749

PAKISTAN
Phones
Addresses
ments ¥

Actions:

| Reject || Verify || Approve || Finalize |
Comments
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1.6 Update the Organization/User Detail

After login to youruserlD, go to MY GOAML Menu andipdate the Organization detail

Fill all the possibleletailsof your Organization.

After update the informatiosubmit the request. Yowill appear windowRegistration info
has been submitted.
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